
Networks

Factors that affect the performance of a WIRED network
• Type of cable connection (ethernet cat5, cat6 (better), fibre optic)
• Bandwidth available

o describes how much data can be transferred over a connection in a given 
time

o measured in bits per second (Kbps/Mbps/Gbps)
o higher the bandwidth, the faster the network but is more expensive (cost of 

cables and equipment)
• Contention ratio (ratio of users/devices connected compared to available 

bandwidth)
o e.g. a contention ratio of 100:1 means a hundred users may be sharing the 

line at any time
o the more bandwidth a person uses, the less is available for everyone else

• Choice of hardware (switch vs hub)
• Network topology

Factors that affect the performance of a WIRELESS network
- the band chosen
- Number of channels
- Interference from sharing channels with other Wi-Fi devices
- Interference from nonwifi devices emitting signals on the same frequency

Ø if something else is transmitting on the same frequency (e.g. a microwave), it 
lowers the performance of any WiFI device trying to communicate on that 
frequency

- physical layout (solid walls, distance)
Ø thick walls/floors reduce the signal
Ø WiFi signals have a max range
Ø less radio channels mean less people can use the network at the same time, 

also reducing bandwidth available to each use

Hardware What is it? How does it work?

WAP 
(Wireless 
Access Point)

allows Wi-Fi devices to 
connect to a wired network

- Commonly found in public areas such as airports, cafes and offices
- To access the WiFi 'hotspot' you generally need a password
• Has a cable connecting it to the network hub/switch
• Able to pick up WiFI data packets and converts them into data 

packets for the wired network, and vice versa
• It is similar to a hub in that it does not read the destination MAC 

address of a data packet – it broadcasts it to everyone connected
Ø Why it is a bad idea to connect to a sensitive website such as your 

bank as all your data packets can be potentially read by another 
computer on the WAP

Routers a device that transfers data 
packets by the most 
efficient route from one 
network to another, 
connects networks 
together

- Look up all the paths available to get to that address
- Checks how busy each path is
- Directs data packet along the least congested path in a network
- Exchanges protocol info across networks
- Connects a home network to the Internet and receives data from 

Internet
- Has an IP address for LAN

Hub allows nodes to be linked 
together by cables (on a 
wired network) to 
exchange data

• All nodes have the potential to read the data but only the 
intended one automatically does

• You can 'daisy chain' hubs which connects one hub to another and 
allows even more computers to join the network

Switch an intelligent device which 
connects nodes on a 
network together and 
transmits/receives data 
packets ONLY to the 
intended node by using the 
MAC addresses of devices 
connected to it

Switch v.s. Hub
- less risk of data collisions
- Faster network performance
- Better security
- More expensive

NIC (Network 
Interface 
Card)

allows a device to connect 
to a wired or wireless 
network (nowadays built 
into the motherboard as an 
electronic chip or 
dedicated card)

• Every NIC has its unique MAC address (a 12 hexadecimal number) 
'burned' into it

Transmission 
media

Ethernet cables

Fibre optic cables

Radio waves (wireless)

• A set of four 'twisted pair' copper wires enclosed in a plastic sleeve 
with a standard network plug on the end

• Data carried through the cables by electrical signals
- CAT 5e
- CAT 6 -> faster, more expensive

• Many glass fibres are held together inside a sheath
- High performance cables that transmit data by light signals over 

very large distances (WANs) without loss of signal quality, only 
disadvantage: expensive

Wired Wireless

ü Immune to radio interference
ü Higher bandwidth
ü Excellent security
ü Not affected by building layout
ü Allows hundreds of people to log 

in at the same time

- Not portable
- More expensive (cables)

- Affected by radio interference
- Lower bandwidth
- Worse security
- Affected by building layout
- Limited number of people

ü Portable
ü Cheaper

IP Address MAC Address

• used to access internet
• change due to location
• IPv4 uses 4 numbers separated by 

dots 
• Used by routers

• needed to be found on a network
• burnt onto NICs
• MAC addresses uses 12 digit 

hexadecimal
• Used by switches
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