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EXAM REVIEW

Week 1: Computer Architecture
CPU, RAM, Long Term Memory

💻 Thrashing is when the page fault and swapping happens very
frequently at a higher rate, and then the operating system has to spend 
more time swapping these pages. 

This state in the operating system is known as thrashing. Because of 
thrashing, the CPU utilization is going to be reduced or negligible.

Process Control Block (PCB)
Information associated with each process (also called task control block)

process state - running waiting, etc. 

Program counter – location of instruction to next execute

CPU registers – contents of all process-centric registers

CPU scheduling information - priorities, scheduling queue pointers

Memory-management information – memory allocated to the process

Accounting information – CPU used, clock time elapsed since start, time limits

I/O status information – I/O devices allocated to process, list of open files

Verifying Safe State !!
use verifying safe state algorithm
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https://www.geeksforgeeks.org/difference-between-internal-and-external-
fragmentation/

Internal fragmentation happens when the memory is split into mounted sized 
blocks. Whenever a method request for the memory, the mounted sized block is 
allotted to the method.

What is page-based allocation? What problems does it solve? What challenges 
does it introduce?

Does a program need to be fully loaded into memory to run? Why or why not? If so, 
what would happen if it wasn’t. If not, how is this achieved?

no, it does not need to be fully loaded into memory to run. 

Code needs to be in memory to execute, but entire program rarely used

if the program is partially loaded, each program takes less memory to run at the 
same time.

CPU can be used for other things, and each program can run faster.

this is achieved by using virtual memory

📎 Virtual memory is a feature of an operating system that enables a 
computer to be able to compensate shortages of physical memory by 
transferring pages of data from random access memory to disk 
storage

What is demand paging? Give an example of demand paging and how it works.

is when pages are only allocated when they are prioritized / requested.

ex. executable file might not be loaded, then only parts of the program needs to 
be loaded.

so we only bring the necessary pages needed to run the program

What is a page-fault? What happens when a page fault occurs?
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self-replicating computer malware

requires a host program

e.g remains in RAM, OS

Worms

viruses that do not require a host

uses computer networks to spread itself

What is a distributed denial of service attack? Why is this such a problem?

repeated requests from multiple computers to render the target machine 
flooded with requests

Storing passwords can be risky. Explain what the risk is and suggest two ways that 
password storage can be made more secure.

hashing and salting passwords

adding extra characters to a password as placeholders and then

storing the password in hashes instead of plaintext

What is a brute force attack? How could it be used to steal people’s passwords 
including those it hasn’t seen before.

repeated attacks by guessing the password of the user with a set range of 
values

the attack generates a list of possible passwords and attempts to login using 
these passwords

Week 11: Cryptography
Describe (briefly) how public/private key encryption works.

private keys are kept to the owners
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