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SCHREMS II: AN ANALYSIS OF THE 

DECISION AND ITS IMPACT ON MEDICAL 

RESEARCH 

 

I INTRODUCTION 

Decided by the Court of Justice of the European Union (CJEU) in 2020, Case C-311/18, Data Protection 

Commissioner v Facebook Ireland Limited, Maximillian Schrems (Schrems II) is one of the most 

significant data law cases of recent. Analysis of the judgment reveals a number of questionable areas 

in the court’s reasoning, specifically in its destabilisation of the main mechanisms for personal data 

transfers to third countries from the EU and invalidation of the EU-US Privacy Shield. A case that has 

significant consequences for many Australian organisations, Schrems II also potentially incentivises 

data localisation given the lack of feasible alternative courses of action, which is concerning given that 

it could create a range of other problems in addition to not solving the surveillance issue that was of 

primary concern to the CJEU in its judgment. One area that is likely to be particularly impacted by the 

decision is medical research, due to its considerable reliance on cross-border transfers of personal 

data. While technical measures could alleviate some of the concerns stemming from the CJEU’s 

decision, considerable limitations in these measures means that specific transfer agreements may 

ultimately be a better direction for solving these issues in medical research. 

II BACKGROUND 

The Schrems II case is the most recent development in the struggle between Austrian lawyer Max 

Schrems and Facebook Ireland regarding the former’s opposition to the latter’s transfer of his personal 

data to its US parent company, Facebook Incorporated. Schrems claimed that Facebook Inc. could not 

simultaneously comply with EU and US law, as the latter obligated it to give a number of US authorities 

access to the personal data it receives for security monitoring, which are in breach of the EU Charter’s 

Articles 7, 8, and 47. 1 Expounding that the standard contractual clauses (SCCs) between Facebook 

1 Case C-311/18, Data Protection Commissioner v Facebook Ireland Limited, Maximillian Schrems 
ECLI:EU:C:2020:559 [55]. 
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protection law.54 Recital 101 of the GDPR evinces the necessity of cross-border personal data flows 

for the growth of international cooperation and trade, echoing a similar notion propounded by the 

regulation’s predecessor – the European Union Data Protection Directive. 55  Meanwhile, the EU 

Proposal for Disciplines and Commitments Relating to Electronic Commerce involves the WTO creating 

an agreement that would not inhibit transnational data flows by requiring data localisation.56 While 

this proposal gives priority to data and privacy protection, it is nonetheless evident that data 

localisation conflicts with the EU’s objectives of expanding international data flows in order to advance 

both digital and non-digital trade – as elucidated by the EU’s former Commissioner for Trade during 

the European Parliament’s Conference on Digital Trade in 2016: “Restrictions on cross-border data 

flows inhibit trade of all kinds: digital and non-digital, products and services.”57
  

3 Persistence of the Surveillance Issue 

In addition to this range of problems, data localisation may not even solve the surveillance issue that 

was central to the CJEU’s judgment: while US intelligence operations do not have the legal authorities 

within the EU to mandate intelligence-sharing by providers of local digital infrastructure, surveillance 

of Europeans is nonetheless within the capability of the US via the numerous intelligence services 

associated with it.58 

Firstly, the inherent nature of the internet means that the US may still have access to transfers 

between European entities due to routing via the US or other internet infrastructure that is accessible 

to it; and while regional or national routing is a possible solution to this issue, it comes with significant 

complexity and financial costs. 59 

Moreover, Article 49 of the GDPR provides for “necessary” derogations that would permit and subject 

data transfers to foreign surveillance from the US. Such instances could potentially be quite common, 

as there may often be a need to permit persons not in Europe to access data that is originally stored 

in the EU; for example, customer service agents outside of Europe could necessarily require access to 

54 Cecilia Malmström, ‘Trade in a Digital World’ (Conference on Digital Trade, European Parliament, 17 
November 2016) <https://trade.ec.europa.eu/doclib/docs/2016/november/tradoc_155094.pdf>. 
55 European Union Data Protection Directive recital 56. 
56 European Union, ‘Joint Statement on Electronic Commerce – EU Proposal for Disciplines and Commitments 
Relating to Electronic Commerce’ (World Trade Organization, 26 April 2019) 
<https://trade.ec.europa.eu/doclib/docs/2019/may/tradoc_157880.pdf> [2.7]. 
57 Malmström (n 54). 
58 Chander (n 39) 8. 
59 Jeanette Seiffert, ‘Weighing a Schengen Zone for Europe’s Internet Data | DW | 20.02.2014’, DW.COM 
<https://www.dw.com/en/weighing-a-schengen-zone-for-europes-internet-data/a-17443482>. 
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improve researchers’ engagement with the global exchange of personal data for medical research 

with minimal legal obstacles under the EU’s data protection law. 85 

Furthermore, the notion of personal data transfers for medical research being an idiosyncratic type of 

cross-border transfer is far from unusual. It is typically acknowledged that conflicts of interests 

engaged by personal data processed for medical research are vastly different from those associated 

with bureaucratic, commercial, or other data processing purposes; thus, ethical and legal conditions 

distinct from those applying to other processing purposes commonly apply to medical research-

related personal data processing – a rationale embodied in the GDPR in addition to several national 

and international instruments. 86 

Moreover, as medical research is generally already subject to stringent ethical approval, the 

substantive content of these agreements can be aptly informed and limited by the precedent offered 

by this scrutiny. 87 This would help to ensure appropriate balancing of the possible social benefit of 

medical research against the preservation of research subjects’ interests and fundamental rights. 

Finally, the detrimental effects that these agreements would cause on the non-research interests of 

EU and other countries are unlikely to be substantial, at least in a number of instances. 88 While 

personal data transferred internationally for medical research may not inherently have a lower risk 

profile regarding non-research processing, restricted access to the data would in a number of 

circumstances have only limited effect on the underlying interests of non-research processing. As an 

example, intelligence operations generally do not make material use of personal data transferred 

internationally for medical research. Thus, a bilateral medical research-specific transfer agreement 

between the US and the EU applying restrictions on the former’s intelligence operations required to 

fulfil EU standards is unlikely to significantly impact US security interests. 

V CONCLUSION 

Schrems II may be one of the most significant data law cases in recent history. The CJEU’s judgment 

appears to involve questionable reasoning both in how it dealt with Articles 45 and 46 of the GDPR, 

and in its striking down of the EU-US Privacy Shield. A decision that likely destabilises the primary 

mechanisms for transferring personal data from the EU to third countries, Schrems II has significant 

implications for a range of Australian entities. Another considerable consequence of the court’s ruling 

85 Ibid 1507. 
86 European Academies Science Advisory Council All European Academies FEAM, Deutsche Akademie der 
Naturforscher Leopoldina, International Sharing of Personal Health Data for Research (2021) <http://nbn-
resolving.org/urn:nbn:de:gbv:3:2-137798>. 
87 Hallinan et al (n 5) 1507. 
88 Ibid. 
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