
CCNA – New Questions 4 
Question 1 

Which communication interaction takes place when a southbound API is used? 

A. between the SDN controller and PCs on the network 

B. between the SDN controller and switches and routers on the network 

C. between the SDN controller and services and applications on the network 

D. between network applications and switches and routers on the network 

  

Answer: B 

Question 2 

What is a similarly between 1000BASE-LX and 1000BASE-T standards? 

A. Both use the same data-link header and trailer formats 

B. Both cable types support LP connectors 

C. Both cable types support RJ-45 connectors 

D. Both support up to 550 meters between nodes 

  

Answer: A 

Question 3 

How does WPA3 improve security? 

A. It uses SAE for authentication. 

B. It uses a 4-way handshake for authentication. 

C. It uses RC4 for encryption. 

D. It uses TKIP for encryption. 

  

Answer: A 

Question 4 

Which mode must be set for APs to communicate to a Wireless LAN Controller using the Control 

and Provisioning of Wireless Access Points (CAPWAP) protocol? 

A. bridge 

B. route 
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Question 16 

What describes the operation of virtual machines? 

A. Virtual machines are responsible for managing and allocating host hardware resources 

B. Virtual machines are operating system instances that are decoupled from server hardware 

C. Virtual machines are the physical hardware that support a virtual environment 

D. In a virtual machine environment, physical servers must run one operating system at a time 

  

Answer: A 

Question 17 

What is a role of access points in an enterprise network? 

A. connect wireless devices to a wired network 

B. support secure user logins to devices or the network 

C. integrate with SNMP in preventing DDoS attacks 

D. serve as a first line of defense in an enterprise network 

  

Answer: A 

Question 18 

Refer to the exhibit. 

SiteA#show interface TenGigabitEthernet0/1/0 

TenGigabitEthernet0/1/0 is up, line protocol is up  

  Hardware is BUILT-IN-EPA-8x10G, address is aabb.cc00.0100 (bia aabb.cc00.0100) 

  Description: Connection to SiteB 

  Internet address is 10.10.10.1/30 

  MTU 8146 bytes, BW 10000000 Kbit/sec, DLY 10 usec,  

     reliability 166/255, txload 1/255, rxload 1/255 

  Full Duplex, 10000Mbps, link type is force-up, media type is SFP-LR 

  5 minute input rate 265746000 bits/sec, 24343 packets/sec 

  5 minute output rate 123245000 bits/sec, 12453 packets/sec 

 

SiteB#show interface TenGigabitEthernet0/1/0 

TenGigabitEthernet0/1/0 is up, line protocol is up  

  Hardware is BUILT-IN-EPA-8x10G, address is 0000.0c00.750c (bia 0000.0c00.750c) 

  Description: Connection to SiteA 

  Internet address is 10.10.10.2/30 

  MTU 8146 bytes, BW 10000000 Kbit/sec, DLY 10 usec,  

     reliability 255/255, txload 1/255, rxload 1/255 

  Full Duplex, 10000Mbps, link type is force-up, media type is SFP-LR 

  5 minute input rate 123245000 bits/sec, 15343 packets/sec 

  5 minute output rate 265746000 bits/sec, 12453 packets/sec 
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C. interface FastEthernet 0/1 

channel-group 1 mode desirable 

switchport trunk encapsulation dot1q 

switchport mode trunk 

! 

interface FastEthernet 0/2 

channel-group 1 mode desirable 

switchport trunk encapsulation dot1q 

switchport mode trunk 

D. interface FastEthernet 0/1 

channel-group 1 mode passive 

switchport trunk encapsulation dot1q 

switchport mode trunk 

! 

interface FastEthernet 0/2 

channel-group 1 mode passive 

switchport trunk encapsulation dot1q 

switchport mode trunk 

  

Answer: C  

Question 8 

What occurs to frames during the process of frame flooding? 

A. Frames are sent to all ports, including those that are assigned to other VLANs 

B. Frames are sent to every port on the switch that has a matching entry in MAC address table 

C. Frames are sent to every port on the switch in the same VLAN except from the originating port 

D. Frames are sent to every port on the switch in the same VLAN 

  

Answer: C  

Question 9 

Refer to the exhibit. An administrator is tasked with configuring a voice VLAN. What is the 

expected outcome when a Cisco phone is connected to the GigabitEthernet 3/1/4 port on a switch? 

interface GigabitEthernet3/1/4  

switchport voice vlan 50 

! 

A. The phone and a workstation that is connected to the phone do not have VLAN connectivity. 

B. The phone sends and receives data in VLAN 50, but a workstation connected to the phone sends 

and receives data in VLAN 1. 

C. The phone sends and receives data in VLAN 50, but a workstation connected to the phone has no 
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C. It causes the router to send all messages to the syslog server 

D. It causes the router to stop sending all messages to the syslog server 

  

Answer: C  

Question 2 

If a notice-level messaging is sent to a syslog server, which event has occurred? 

A. A network device has restarted 

B. An ARP Inspection has failed 

C. A routing instance has flapped 

D. A debug operation is running 

  

Answer: C  

Question 3 

What event has occurred if a router sends a notice level message to a syslog server? 

A. A TCP connection has been torn down 

B. An ICMP connection has been built 

C. An interface line has changed status 

D. A certificate has expired 

  

Answer: C  

HSRP Questions 
https://www.9tut.com/hsrp-questions-2 

Question 1 

Which command must you enter to guarantee that an HSRP router with higher priority becomes the 

HSRP primary router after it is reloaded? 

A. standby 10 preempt 

B. standby 10 version 1 

C. standby 10 priority 150 

D. standby 10 version 2 
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What makes Cisco DNA Center different from traditional network management applications and 

their management of networks? 

A. It only supports auto-discovery of network elements in a green field deployment. 

B. It modular design allows someone to implement different versions to meet the specific needs of an 

organization 

C. It abstracts policy from the actual device configuration 

D. It does not support high availability of management functions when operating in cluster mode 

  

Answer: C  

Question 3 

How does Cisco DNA Center gather data from the network? 

A. Network devices use different services like SNMP, syslog, and streaming telemetry to send data 

to the controller 

B. Devices establish an iPsec tunnel to exchange data with the controller 

C. Devices use the call-home protocol to periodically send data to the controller 

D. The Cisco CU Analyzer tool gathers data from each licensed network device and streams it to the 

controller 

  

Answer: A  

Question 4 

How do traditional campus device management and Cisco DNA Center device management differ 

in regards to deployment? 

A. Cisco DNA Center device management can deploy a network more quickly than traditional 

campus device management 

B. Traditional campus device management allows a network to scale more quickly than with Cisco 

DNA Center device management 

C. Cisco DNA Center device management can be implemented at a lower cost than most traditional 

campus device management options 

D. Traditional campus device management schemes can typically deploy patches and updates more 

quickly than Cisco DNA Center device management 

  

Answer: A  

Question 5 

What is an advantage of Cisco DNA Center versus traditional campus device management? 
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Answer: 

+ services a specified number of bytes in one queue before continuing to the next queue: CQ 

+ provides guaranteed bandwidth to a specified class of traffic: CBWFQ 

+ places packets into one of four priority-based queues: PQ 

+ provides minimum guaranteed bandwidth to one or more flows:  WFQ 

+ uses store-and-forward queuing: FIFO  

Question 7 

Refer to the exhibit. 

 

An engineer is configuring the router to provide static NAT for the webserver. Drag and drop the 

configuration commands from the left onto the letters that correspond to its position in the 

configuration on the right. 
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