
Condensed Lecture Notes - ITP 125 
 

Lecture 1 - Defining the Cybersecurity Challenge 
 
Cybersecurity Threats 

- Definition of security 
- General: feeling free from care, anxiety or doubt as a result of something that 

secures, protects, or makes something safe; precautions against crime, attack, 
sabotage, espionage, etc.  

- Types of security 
- Physical Security 
- Operations Security 
- Communications Security 
- Network Security 
- Information Security 

- Protection of information and its critical elements (systems and hardware 
that use, store, and transmit info) 

- Very expensive when breached but rarely generates revenue or reduces 
cost 

- Aspects of Security 
- CIA Triangle 

- Confidentiality 
- Only those with sufficient privileges and a demonstrated need can 

access information 
- Integrity 

- Quality/state of being complete, whole, or uncorrupted 
- Two mechanisms: 

- Prevention: blocking unauthorized attempts to change data 
- Detection: reporting the changes in data 

- Availability 
- Enabling the user to access information without interference or 

obstruction in a useful format 
- Other Key Terms:  

- Privacy: the information that is collected, used, and stored by an 
organization is intended only for the purposes stated to the data owner at 
the time it was collected 

- Identification: when a system is able to recognize individual users 
- Authentication: when a control provides proof that a user possess the 

identity that he or she claims 



- Criminal: Occurs when someone commits a crime (breaking the law), state 
vs. company/individual; punishment can include incarceration 

- Civil: Occurs when one person/organization sues another due to damages 
or loss; results in financial restitution and/or community service  

- Role of Computers 
- Computer Assisted Crime: computer = tool to commit crime 
- Computer Targeted Crime: computer = victim of a crime 
- Computer was Incidental: computer contained evidence of crime 

 
 

 
Lecture 2 - Computers and Operating Systems 
 
History of Operating Systems 

- Global Market Share 
- Desktop 

- Windows has vast majority (largely due to corporate use), then Mac OS X, 
then Linux 

- By Device Shipments 
- Android (54%), iOS/macOS (12%), Windows (12%), Other (23%) 

- Public Internet Servers 
- Linux (67%), Windows (33%) 

Boot Processes 
- POST (Power On Self Test) 

- Performed by firmware immediately after computer/device is turned on. 
- Only once POST is completed does the system load the OS.  

- Error indicated by beeps/flashing indicator LED.  
- Functions 

- Verifies BIOS, system memory/size, and CPU 
- Discover, initialize, and catalog all system buses and devices 

- Identify, organize, and select which devices are available for 
booting 

- Provide a user interface for the system’s configuration 
- BIOS (Basic Input/Output System) 

- Firmware used during POST by PCs. 
- Specifically designed to work with a certain motherboard model (stored on 

flash memory chip here). 
- Initializes and texts system hardware (POST) and loads an operating system from 

a boot device.  



- Static vs. Dynamic IP Addresses 
- Dynamic: assigned via DHCP (Dynamic Host Configuration Protocol) - 

server/router 
- Addresses changed based on length of lease 

- Static: manually assigned by system admin/user; can only be changed manually 
- Exiting the Network 

- Packets with external destinations must go through a gateway: the single point in 
a network that connects to the internet (usually router) 

- If an address a host is trying to access is remote/external/public it must use a 
Domain Name Server (DNS) to resolve the domain name 

- Translates URL to IP address 
 

 
 
Lecture 5 - Networking II 
 
TCP/IP 

- Overview 
- Most common suite of protocols used for communications 
- Functions at Layer 4 (Transport) of OSI 
- Connection oriented: establishes reliable communication between two systems 

- Designed to ensure packets are in right order and not lost 
- Three-Way Handshake 

- Makes sure every packet sent is received and creates data allowances 
1. Sender sends SYN (synchronize) to receiver saying what port it wants to connect 

to and sequence # 
2. Receiver sends back a SYN/ACK saying it is ready for next packet/sequence # of 

first packet 
3. Sender responds ACK that it received pack and connection is established 
4. Data exchange begins 



- Things like firewalls, routers, and VLANs can be used to separate zones from each other 
- Access Control Lists (ACLs) and firewall rules can be used to control 

intercommunication between levels of trust 
- 3 things that can be compromised 

- User accounts 
- Privileges  
- Ports 

Secure Network Topology 
- Want to separate network into different “zones” with varying levels of security, most 

valuable data on innermost “zone” 
- Each zone should be separated by a firewall for enforcing a level of security only 

authenticated users can bypass 
Typical Secure Topology 

- Perimeter firewall: lies between public internet and the organization 
- Allows hosts outside to access public facing services such as web, email, and 

DNS 
- Perimeter network (aka DMZ): the area between the perimeter firewall and the internal 

firewall 
- Hosts providing external services such as web, email, and DNS 

- Internal firewall: limits access to internal network 
- Internal network: location of the rest of the information assets 

 
USB/CD Devices 

- May be used to: 
- Knowingly or unknowingly bring malicious software into the network 
- Exfiltrate company intellectual property (IP) or proprietary information 



- Norton Ghost, Clonezilla, Acronis Truelmage 
- Will copy all of the live files on a system but will typically not capture 

unallocated portion of drive that contains deleted files 
- Good tools for IT but not suitable for forensics 

- Does not create exact copy of original drive to conform to the Federal 
Rules of Evidence 

- All potential evidence must be authenticated before being admitted to 
court as evidence 

Court Admissibility 
1. A bitstream copy (forensic image) of the drive, saved preferably using a forensic file 

format 
a. Linux DD, FTK Imager, EnCase all acceptable 
b. Forensic hardware duplication devices can create forensic image 

2. An imaging log that recorded the cryptographic hash of the source drive and image file 
a. These hashes (source and destination) must match for authentication 

3. A chain of custody document, including who is responsible at any given time for the 
evidence 

What can we find? 
- If someone has deleted, hidden, or obscured data 

 
 

 
 
Lecture 12 - Information Security Management 
 
What is Info Sec Management? 

- Most companies not formed with info sec in mind (especially startups) 
- Typically a department formed later or team of professionals brought in 

- Because gov’t requires it 
- Because audit team recommended it 
- Because mgmt thought it was necessary 

- The intersection of info sec and business in the real world 
- Described activities that relate to protection of info and info assets against the risk of loss, 

misuse, disclosure, or damage 
- Describes controls that an organization needs to implement to ensure it is managing risks 

What is its role? 
- Size of team depends on size of org 
- Has to interface w/everyone in the org 
- Create overall info sec strategy for org 


