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Unit 1: Computer and Information Ethics 
 

Defining Ethics and Examining Ethical Systems 
 

- Intellectual property rights 
- Privacy 
- E-commerce 
- Free speech 
- Computer abuse 

 
Definition: 
 Ethics: - Study of the general nature of morals and moral choices  

- Difference between fairness and equity 
- Principles are guidelines used to make decisions 

 
Morals: conforming to established ideas of right and wrong 
 
 
System of Ethics:  
- Relativism  
-Divine command Theory 
- Virtue ethics 
- Deontology (Duty-Based) 
 
 
• Laws are formal, written standards: 
 - Designed to apply to everyone 
- Enforced by the government agencies 
- Interpreted by the courts 
 
• Impossible to pass laws to cover every possibility 
• Ethics provides a general set of unwritten guidelines 
 
 

o Unethical Behavior: 
- Isn’t necessarily illegal 
- Not all illegal behavior is unethical 
- Not conforming to approved standards 

 
o Amoral Behavior 

- No sense of right or wrong 
- No interest in moral consequences 
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-There is no universal agreement on ethics 
-Most societies use a blend 
- Ethical decisions are greatly influence by personal ethics 
 

Personal Ethics 
Set of formal or informal principles:  
- Some people’s are clear and well-defined 
- Others’ are inconsistent in applying a set 
- Can be challenging to adhere to consistently 
 
Influences on your ethics: 
 
- Family 
- Cultural bias 
- Religious affiliation 
- Life experiences 

Define your own Personal Values 
- Describe yourself 
- List the key principles in which you believe 
- Identify external influences 
- Consider why 
- Prepare a statement of values 

 

Benefits to Ethical Living 
- Society has established rules of conduct (ignoring them or being inconsistent can 

have immediate impact) 
- Consistent ethical living provides health benefits 
- Inconsistent ethical decisions produce stress and anger 
 

o Positive psychology: 
 
Dr. Martin Seligman discovered causes of happiness instead of treating 
dysfunctions. 

- Identify personal strengths and values 
- Align your life 
- Can impact your health and happiness 

Personal Ethics and Your Work Life 
 
Do your ethics change when you go to work? 
- Employers expect you to follow ethics and rules of conduct 
- Do not blindly follow unethical practices 
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Technology and Ethics: How one affects the Other 
- Technology moves faster than rules can be formulated 
- Use of technology is often left up to the individual 
- Ethical considerations are never clear-cut 
- Reasonable people can have different views 

 

Using Computers to Support Ethical Conduct 
- Technology can be used to support ethical conduct 
- Charitable organizations use the Internet for fundraising 
- The web is a tool for organizing aid to areas in crisis 
- Websites and Facebook can locate friends and family members after disaster 
Ex: Google Crisis Response 

Copyright 

Ten commandments 
 
1. Thou shalt not use a computer to harm other people. 
2. Thou shalt not interfere with other people's computer work. 
3. Thou shalt not snoop around in other people's computer files. 
4. Thou shalt not use a computer to steal. 
5. Thou shalt not use a computer to bear false witness. 
6. Thou shalt not copy or use proprietary software for which you have not paid. 
7. Thou shalt not use other people's computer resources without authorization or 
proper compensation. 
8. Thou shalt not appropriate other people's intellectual output. 
9. Thou shalt think about the social consequences of the program you are writing or 
the system you are designing. 
10. Thou shalt always use a computer in ways that ensure consideration and respect 
for your fellow humans. 
 
Translated into: Chinese, Croatian, Czech, Dutch, French, German, Greek, Hungarian, 
Icelandic, Italian, Japanese, Portuguese, Russian, Slovenian, Spanish, and Turkish. 
(more than 25) 
 

Computer Ethics Institute 
501(c)3 non profit organization 
 The CEI is a research, education and public policy organization focused on the 
advances of information technology, within ethical frameworks. Constituted by 
professionals from academic, corporate and public policies, information technology 
and religious communities. 
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 CEI’s Mission: Facilitate the examination and recognition of ethics in the 
development and use of computer technologies. The output of this discussion 
provides educational resources and governing rules. 

 
Methods of fulfilling this include: 
- Education 
- Computer ethics education 
- Policy analysis 
 
CEI is recognized as an organization that can lay the foundation for the appropriate 
use of information technology. This goal is accomplished by isolating and examining 
the values and ethical imperatives that come into play when information technology 
is used. CEI’s role is to anticipate the ethical dilemmas that may arise and provide 
users with an understanding of the consequences. 
 

Who are they? 
 Ethicists and computer professionals  
Educators and business leaders  
Philosophers and attorneys  
Theologians and legislators  
Social scientists and engineers  
Law enforcement and (former) hackers 

Why is CEI needed? 
♦ Identity theft has reached epidemic proportions and cost the US economy $56.6 
billion in 2006. 
♦ With some 24 million children now online, 1 out of 5 has been solicited for sex in 
the last year. 
What... 
♦ In 2006 there were 207,492 complaints filed with the Inter- net Crime Complaint 
Center (IC3), with a total dollar loss of almost $200 million. 
CEI is a 501(c)3 nonprofit organization 
When... 
Founded 1986, incorporated 1991 
♦ On average 40 new viruses/variants were born every month in 2007. 
Where... Washington, DC 
♦ Over 79% of all e-mail messages are projected to be spam in 2008. 

History of the Computer Ethics Institute 
 
Founded in 1985 as the Coalition for Computer Ethics in Washington DC.  
Founding members came from The Brookings Institution, The International 
Business Machines Corporation (IBM), The Washington Consulting Group and The 
Washington Technological Consortium 
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 Goal: - provide methods to increase an awareness of the ethical ramifications 
inherent in the use of Information Technology. CEI is one of the first organizations 
to confront the ethical and public policy issues surrounding the advancement of 
information technology.  
 
CEI recognized the implications of information technology’s rapid growth and 
anticipated the ethical vacuum and need for a guide to govern its ethical use. The 
issues often involved legislation, regulation and existing best practices. Thus, CEI 
maintained a forum where various sectors and communities could develop an 
understanding of how information technology affects behavioral and moral values. 
  

Going Forward  
 
In 2007, the officers voted to set a new agenda, re-invigorate the advisory board, 
and to redesign and update the website. The agenda laid plans to raise an 
endowment that would allow CEI to achieve its on-going and future goals: 
 

  Activities 
 
Publications: 
- Books → Protecting What Matters 
- International Conference Proceedings 
- Case Studies 
National Conferences: 
- Have been held since 1986 
- Cross-discipline bridge between public policy, ethics, business and technology 
- Leaders in IT, academia, government and business can collaborate  
Events focused on growing issues: 
- Recent events dealt with balancing civil liberties, national security, information 

sharing 
- Children’s educational workshops 
 
CEI Fellows Program 

Goals and Opportunities 
 
Computer Ethics Education 
- Develop solid programs that deliver value and insights to schools, governments, 

and businesses 
 
Membership and Certificate Program 
- Certify compliance with clear norms of ethical IT policies and procedures at the 

enterprise level 
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Case Study Repository 
- Provide a central source for material on IT ethical dilemmas 
- Disseminate lessons learned and resolutions 
 
 “Ask an Ethicist” Forum 
- Provide resources to assist in the resolution of difficult IT ethical dilemmas 

 
National Conferences  
- Provide a continuing forum to discuss current and future IT ethical issues 

Historical Timeline 
 
1985: The Coalition for Computer Ethics was founded  
 
1986: First conference  “New Ethics for the Computer Age?”  
 
This was the first conference, held before computers were widely used and the Internet 
was mainstream. The conference discussed ethical concerns, such as privacy and 
intellectual property rights in a digital age. 
 
1990: “The First National Computer Ethics Conference,”  
 
In the presence of this diverse atmosphere, scholars and researchers established the 
groundwork for how one can view the connection between the use of computers and 
ethics. By focusing on the connection, the convocation called for an annual conference 
that brings the leaders of various fields together to discuss the underlying principles 
needed to guide one through ethical dilemmas. The initiated National Computer Ethics 
Conference.  
 
1991: The Computer Ethics Institute was incorporated as a 501(c)3.  
 
1992:  
- “Computer Ethics and Public Policy” Satellite Session, American Philosophical 

central division meeting  
- “Computer Mediated Interaction and Moral Agency,” co-sponsored with 

Conference of Philosophical Societies, American Philosophical Association Easter 
Division Meetings 

- “In Pursuit of a Ten Commandments of Computer Ethics”  
CEI attained a powerful voice for the advancement of a normative approach to the 
ethical use of computers. This national conference brought together scholars, 
technologists and business people to establish guidelines for the ethical use of 
computers. Out of the conference, Dr. Ramon Barquin, the President of CEI, 
developed the now much used and publicized Ten Commandments of Computer 
Ethics  
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1993:  
-“Forum on Privacy”, collaboration with the Washington Philosophy Club.  
- “Ethics and CyberCulture”  
New community being formed on the Internet and the change in personal interaction 
and organization. How will communities be formed on the internet, how will social 
interaction change and will the moral imperatives of the past apply to the future, and 
how should we balance the rights of the individual with that of the community.  
 
1994: “Further Pursuit of a Ten Commandments of Computer Ethics”  
Ethical frameworks that have been and need to be established within the fields of 
identity in cyberspace, the public perception of the internet, the relationship between 
law and the databases. Inform children about computer ethics and eventually gave rise 
to the 1996 Kids and Computers conference.  
 
1995: “Virtuous Reality: CyberEthics and the Balance of Individual, Communication 
and Corporate Interests”  
Emerging popularity of the Internet and how the individual, community, and 
corporation will be represented in this different environment. Scholars spoke on the 
preservation of democracy on the Internet and of the individuals’ rights to free speech. 
Others spoke about corporate policy and technological advancement in response to the 
Internet and our ethical demands.  
 
 
1996:  
- CyberCivics 101: The Relevance of Representative Democracy in the Information 
Age  
How information technology will affect the political process and ideals of democracy. 
Ethical and public policy consequences. CEI ran an electronic mock presidential 
election through Votelink, Clinton vs. Bush and openly discussed the results amongst 
scholars of not needing to have the public go to the polls to vote in the future.  
-  CyberRisk Conference, co-sponsored with the National Computer Security 
Association, addressed electronic ethics in the corporate setting.  
- “Kids and Computers: Recognizing Values, Choices and Character”looked at kids’ 
ethical use of technology.  
-“Computer Ethics and Moral Theologies,” co-sponsored by Washington Theological 
Consortium.  
 
2003: How to balance ethical, security and civil liberties in information sharing.  
“Balancing Civil Liberties and National Security in the Post-9/11 Era: The Challenge of 
Information Sharing” invitation only event attended by many government agencies, 
including the newly formed Dept. of Homeland Security, corporations, as well scholars 
studying security and information sharing. The conference provided an overview of 
technologies that could be deployed to secure the nation in matters of information 
integration, electronic communication interception and public surveillance. 
Technologists, government officials, legislators and public policy scholars discussed 
how to develop a balance between national security and civil liberties. The end goal 


